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Forensic Analysis of e-mail metadata & attachment 

Snap-shot of mail: 

 

 
 

Carried out on:  2017-09-05 

Subject e-mail:  24112015 meeting with OCH v1 

ANALYSIS 

Hop Delay From By With Time (UTC) Blacklist 

1 * MWPXMB13.elec.e

skom.co.za 

169.254.4.244 

MWPXHT02.elec.esko

m.co.za 172.17.38.11 

mapi 11/26/2015 

10:36:41 AM 

 

2 * MWPXHT02.elec.e

skom.co.za 

172.17.38.11 

MWPXET03.elec.esko

m.co.za 147.110.251.16 

Microsoft 

SMTP Server 

(TLS) 

11/26/2015 

10:36:33 AM 
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3 36 seconds unknown 

147.110.251.16 

server-9.tower-

211.messagelabs.com 

AES128-SHA 

encrypted 

SMTP 

11/26/2015 

10:37:09 AM 

 

4 0 seconds network    11/26/2015 

10:37:09 AM 

 

5 1 Second 196.14.170.67 server-1.bemta-

18.messagelabs.com 

  11/26/2015 

10:37:10 AM 

 

6 3 seconds mail1.bemta18.mess

agelabs.com 

196.14.170.129 

mx.google.com ESMTPS 11/26/2015 

10:37:13 AM 

 

7 0 seconds  10.129.134.5 SMTP 11/26/2015 

10:37:13 AM 

 

 

 

Header Name Header Value 

Delivered-To ashu@sahara.co.za 

X-Received by 10.28.225.84 with SMTP id y81mr2964850wmg.87.1448534233724; Thu, 26 Nov 

2015 02:37:13 -0800 (PST) 

Return-Path <KokoMM@eskom.co.za> 

Received-SPF neutral (google.com: 196.14.170.129 is neither permitted nor denied by best guess rec

ord for domain of KokoMM@eskom.co.za) client-ip=196.14.170.129; 

Authentication-Results mx.google.com; spf=neutral (google.com: 196.14.170.129 is neither permitted nor den

ied by best guess record for domain of KokoMM@eskom.co.za) smtp.mailfrom=Kok

oMM@eskom.co.za 

X-Env-Sender KokoMM@eskom.co.za 

X-Msg-Ref server-9.tower-211.messagelabs.com!1448534228!3088563!4 
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X-Originating-IP [147.110.251.16] 

X-StarScan-Version 7.19.2; banners=eskom.co.za,-,- 

X-VirusChecked Checked 

From Matshela Koko <KokoMM@eskom.co.za> 

To "shaun.blankfield@glencore.com" <shaun.blankfield@glencore.com>, "Piers Marsde

n" <pmarsden@matusonassociates.co.za>, "Peter van den Steen" <peter@v2rescue.co

.za>, "nazeem@tnamedia.co.za" <nazeem@tnamedia.co.za>, "ashu@sahara.co.za" <a

shu@sahara.co.za>, "ronic@oakbay.co.za" <ronic@oakbay.co.za>, "ronica@oakbay.

co.za" <ronica@oakbay.co.za> 

CC Anoj Singh <SinghA3@eskom.co.za>, Brian Molefe <MolefeB@eskom.co.za>, Vusi 

Mboweni <MbowenV@eskom.co.za>, Dan Mashigo <MashigDM@eskom.co.za> 

Subject 24112015 meeting with OCH v1 

Thread-Topic 24112015 meeting with OCH v1 

Thread-Index AdEoNlVq65njwe2lQlqAwAen5IcCVw== 

Date Thu, 26 Nov 2015 10:36:40 +0000 

Message-ID <34DBEF869C52E7488F7D8F56CF849AED9BC75C0B@MWPXMB13.elec.eskom.

co.za> 

Accept-Language en-ZA, en-US 

Content-Language en-US 

X-MS-Has-Attach yes 

x-originating-ip [172.28.43.231] 

MIME-Version 1.0 
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PDF Metadata analysis: 

File name: 24112015 meeting with OCH v1.pdf 
 
File Type                       : PDF 
File Type Extension     : pdf 
MIME Type                   : application/pdf 
PDF Version                  : 1.5 
Linearized                     : No 
Page Count                   : 3 
Language                      : en-US 
Tagged PDF                   : Yes 
Producer                       : Microsoft┬« Word 2013 
Creator                          : Microsoft┬« Word 2013 
Create Date                  : 2015:11:26 11:37:03+02:00 
Modify Date                 : 2015:11:26 11:37:03+02:00 
 
Conclusion, the document was created from MS Word to PDF on 2015-11-26 at 11h37 

 

CONCLUSIONS 

The email was sent from Matshela Koko and having display name KokoMM and the domain name 

being eskom.co.za. 

With subject line:  24112015 meeting with OCH v1 

Sent on:  Thu, 26 Nov 2015 10:36:40 +0000 

 

To the recipient email address: 

shaun.blankfield@glencore.com 

pmarsden@matusonassociates.co.za 

peter@v2rescue.co.za 

nazeem@tnamedia.co.za  

ashu@sahara.co.za  

ronic@oakbay.co.za  

Copied to: 

ronica@oakbay.co.za  

SinghA3@eskom.co.za 

MolefeB@eskom.co.za 

MbowenV@eskom.co.za 

MashigDM@eskom.co.za 

 

Originating IP: 172.28.43.231 
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CERTIFICATE: 

 

Having completed the metadata analysis of the above e-mail, Forensics for Justice hereby 

CERTIFY  that the email presented to us for authentication, with attachment is authentic in 

all respects and that information contained in the above ‘conclusions’ is therefore accurate. 

 

Sarah-Jane Trent – Bachelor of Laws (LL.B) 
Executive Director 
Tel:  +27 84 849 1776  
Fax: +27 86 568 0182 

FORENSICS FOR JUSTICE 

P.O. Box 78200 
Sandton 
2146 
 

Inspected and verified: 
 
 
Paul O’Sullivan CFE 

 

 


